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1 Introduction

1.1 General description

EPOFramework is intelligent software which monitors vital processes and warns at a very
early stage for deviations of the Service Levelthresholds.

EPOis the suite of all business solutions which C-it, the Early Warning Company have
produced the previous years as tailor-made jobs. The red wire of all those business solutions
has become the SLAframework EPGElements.

Direct use
EPGElementsis ready to use (out-of-the-box) still on the day o f the installation for
starting with :
Monitoring service levels
The helpdesk for supporting customer communication included
with procedure monitoring
1 and/or the guarding of servers with basic information as CPU,
memory, disk space services and eventlogs.
9 and/or room monitoring (by means of the EPGroom monitor with
e-Nose)

il
)l

Configuration
EPOElements can be adapted simply by means of configuration for:
9 applications or network services (contracts) to monitor
9 to monitor for example VOIP-chains
9 or monitor servers outside your own network (for example as
service to customers)
I tomonitor k p i &fisancialfigures
1 to escalate by means of e-mail, sms or application.
Scripting
By means of configuration and small tailor-made scripts EPOElements can be used:
9 for the planning of guarding of vital (services) chains
9 directly to connect on individual communication needs
9 to be connected on existing technical guarding resources
1 enrich technical monitoring to couple it to the experience feeling of
the users
report templ ates to offer to own report generator
to monitor agentless vital company processes

E

1.2 Aim of the handbook EPO

The aim of this user-manual is offer aid as sort 1e-line book of references.
Thus are successively described:
1) The installation (of the server, client and probes)
2) Thefirstuse (how the helpdesk, chain monitoring or remote monitoring can be
arranged)
3) EPO-functi onality (enumerating descriptions of all EPO-functions)
4) Configuration (adapt settings of several EPOG-items, such as: server, client and
probes)
5) Administration  (backup, restore and problem solution)

© 2008 C-it 6 van 80
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1.3 Additional information

On the C-it-website and EPO Forum you can find additional information on EPO Elements.
Pl ease report fAmissing-ithh)nf or mati ono to us

1.3.1 EPO-Website

The most recent version of the product leaflets are available at the website
www. theEarlyWarningCompanynl.

The Internet site contains among other things:
1 Examples
1 Leaflets with general information
9 Product fact sheets with more technical specifications

1.3.2 EPO-Forum

The most recent version of the software is available on the EPO Elements Forum www.epo-
elements.nl.

The EPGforum contains (among other things):
1. Answers on frequently asked questions
2. A probe library with examples.
3. The most recent version of this handbook

© 2008 C-it 7 van 80
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2 EPO - Business Monitoring

2.1 General

EPOhas been built from the vision that monitor ing from the interests of the
organization will be more effective than simply monitor all technical system events.

EPOhasalsobeendevel oped to offer AThe strength-of
professionalism of Enterprise management é

Therefore EPO contairs the functionality which is necessary for:
Business Monitoring

Chain Monitoring

Remote Monitoring

Room Monitoring

Early Financial Warning

Helpdesk/CustomerCare including ITIL-process monitoring
And use your own scripts

=4 =4 -8 _-a_8_8_9

Or every combination of the above mentioned functionalities.

EPOhas been developed for managers and ICT experts:
1 General and financial manager who want to monitor their contracts with
their customers.
1 Processmanagers and controllers who want to monitor their internal
processes.
Service proposers who want to supply remote services.
Central systems or building administrators who have ongoing sensual
guarding necessary for (technical) spaces where they daily does not come
anymore.
1 Financial controllers who want real-time monitoring of the monthly key
figures and who want to be able to react also real-time.
1 Helpdesk employees and process managers whowant to - on the base
of Keep-IT-Simple - organize their customer contacts and get their
helpdesk processes under controland keep it that way.

= =

2.2 Method

Common used management software often gives an excessof data concerning
systems and network components. Whereas only a small part of it is really relevant.
Moreover this superabundancetakes away the visibility on what is really important.
For this reason the Early Warning Company states that successful monitoring does
not start at technique, but starts from the view of the company processes and the
thresholds defined by the management. That is how desired performances (service
Levels) can be made measurable. EPO have beerdeveloped to measure only the
important components that really matter for your organization.

EPOfocuses on the company processes. Thus EPO can verify continuously if orders
are being rapidly enough processedor that computer systems are available within

_ \Nd
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agreed uptimes. For the industry EPO can check production processes. In
combination with Check-itd s e N o sam mé&foOexposures of gases Thus EPO
cooperates closely with every system that can collect and pass on information.
Moreover there are plug-ins for functions such as time recording, helpdesk recording,
monitoring of several processes and much more.

2.3 Services

An EPOGServer typically contains the following components:

1 ‘L EPQ Diaspora Started Automatic
2 CLEPO Mail Gateway Allows EPQ components te send e-mail through a SMTP mail server Started Automatic
3 CLEPO Message Transport  Regulates all communication between the EPO components Started Automatic
4 C:EPO Probe Performs the menitoring and data gathering operations for EPO Started Automatic
9 LLEPO Server EPO Server stores data and provides the interface for the business clients Started Automatic
6 . EPOSMS Gateway Allows EPO components to send SM5-text messages Started Automatic

A machine installed with only the EPGProbes contains the following components:

1 ‘L EPQ Diaspora Started Automatic
3 L5 EPO Message Transport  Regulates all communication between the EPO components Started Automatic
4 i EPO Probe Performs the monitoring and data gathering operations for EPO Started Automatic

A Desktop with the EPO GUI will not contain any service components.
A short description of the services:

1. EPO Diaspora(optional for server and probe installation)
The software distribution layer. With EPO Diaspora you can update (already existing!)
EPO probed machines.
Distributed software updates travel through the EPO message transport layer.

2. EPO Mail Gateway (optional for server installation)
With this option it is possible to send email by a relaying mail server

3. EPOMessageTransport
Forms the transport layer between agent and database. Remote probes (agents)
communicate with the local EPOmessage transport layer, which ensures the
expedition of information to the database. The communication goes by means of a
Postbox mechanism.
At down the messagesare stored in the local postbox until information can be
forwarded ( store and forward).

4. EPO Probe(optional for server installation)
Obtains basic Windows information (CPU, disk space, services) from the operating
system and offers this to the transport layer (message service). Can be configured to
retrieve additional information such as SNMRinformation, scripts, SQLstatements,
wi ndows performance counters, ping values,
At down: no information is gathered until service is started. Already existing probes
will show blue in the EPO Business tree indicatingthes t at e AUnknowno.

5. EPOServer
Ensures the communication with EPO-clients (EPQGui.exe). Ensures the processing of
the data offered by the probes. Contains also the escalation manager functionality.
At down: EPO-Clients cannot start because they can make no connection with the
database. The probes will continue with their measurements. Measurements send by
the probes by means of the EPOmessage transport layer will be stored locally on the

_ \Nd
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server. When the EPOserver service is started it will process the measurements
retroactive.

6. EPO SMS Gateway (optional for server installation)
With this option it is possible to send SMS-messages by GSMmodem or room
monitoring unit (which has a local GSM-modem included).

2.4 Logging

H| Event Viewer

The EPGserviceslog to the Windows Event
Viewer (e.g. windows \ start \ run
feventvwr.exeo)

File  Action Yew Help

m B ®

More detailed log information (informationals and debug messages) can be found under:
- €&\ Program files\ the Early Warning Company\ EPO\ Logs

Logs will be saved according the round robin method in default 10 files per component
(server, transport layer and probe). Look for the latest date time stamp to find the newest

log.

2.5 Data transport ( administration of the Postbox es)

Agents, or probes as we call them, (ntlog, probe and scheduled scripts) communicate their
results by means of messages These messagesare forwarded by means of store-and-
foreward-mechanism called the EPOtransport layer. When the network connection is
temporarily down or EPOservices are not running messagesare kept in local postboxes.

To show the content of the local EPQPostboxes on an EPO probed computer.
(di r ed RO\ tpals \): EPOMsgcmd.exdisto

Other commands will show when just starting epoms gcmd.exe with no parameters:

EPO Message Command Tool versiorx.x revision y
Copyright (c) 2002-2006 C-it

Usage:
EPOMsgCmd [<options>] [ -xsl <file>] locate [xml]
EPOMsgCmd [<options>] [ -xsl <file>] debug [html]
EPOMsgCmd [<options>] [ -xsl <file> ] list [xml]
EPOMsgCmd [<options>] [ -xsl <file>] extract <postboxname>
EPOMsgCmd [<options>] [ -xsl <file>] extractall <postboxname>
EPOMsgCmd [<options>] store [<postboxname>]
EPOMsgCmd [<options>] storelist <filename> [<postboxname>]
EPOMs&md [<options>] flush! [/Y] [<postboxname>]
EPOMsgCmd [<options>] flushall! [/Y]
EPOMsgCmd [<options>] registerresolve <resolvename> <postboxname>
EPOMsgCmd [<options>] info [routes]
EPOMsgCmd [<options>] sethetworkkey
EPOMsgCmd [<options>] createnetworkkeyfile <filename>
EPOMsgCmd roundtriptest <target> [Alarm|High|Normal|Low] [<nr tests>]

Options:
-s <server>[:<port>[#<sourceport>]] to specify a server/port to connect to.
-k <hex-key>|none sets the connection enc ryption key.
-kp <passphrase> sets the connection encryption key.
-kf <file> sets the connection encryption key.

© 2008 C-it 10 van 80

e
-

Cit



EPO Elements Business monitor Version 5.3

Default connection is: bin://127.0.0.1:7472
Encryption default setting is disabled

NB this command can also be used to test the (EPQ connection by asking the postboxes of
a remote EPOprobed machine:
E.g.: epomsgcmd i s <ip address of remote EPO probed server> list

2.6 EPOinternet client

THE EPO Windows clientcan be used from each network that has connection to the network
with the EPGserver.

For example by means of the Internet, VPN(or other closed networks).

It is necessary for the client to be able to connect on tcp port 7471 to the EPGserver.

2.7 Probes (agents)

EPOhas the following standard probes (agent):
1 Windows server (CPU, memory: (physical and logically), disk space, EventLogs,
services, tasks and processes)

1 SNMP (ipaddress & ObjectID)

I Windows Performance Counters

1 Ping (availability and response time)

1 Interface (commandscripts, perl, SQlc o mmand s , . het, é)

1 HTTP (including automated substitution of parameters and variables for virtual user)

9 ITIL procesmonitoring(s er vi ce | evel s for open incidents
1 Backup job states

1 Scripts (doscmd, perl,. net , vi sual basic, queries, &)

Only valid for EPOroom monitoring:
1 e-Nose (fragrance of burned electronics, Scorching, Volatile Organic Compounds
cigarette smoke, etc.);
T Temperature; air humidity; | eakVoltagetleget(fof ai r c o
or after the UPS);
9 Optional devices: webcam, door contact, fingerprint unit.

See chapter 8 fEPOProbesd ,  p3d fpreh ow to configure the EPO probes.
2.7.1 Agentless

By EPO monitored components (servers, applications,é ) can also be monitored agentless
(this means no separate agent/probe on the monitored server itself). As from the EPGserver
(or a random ot her EPO probedmachine) scripts can be scheduled (see the probe library for
examples) which monitor the components on distance. EPO supports all known script
languages by its external open interface. For example: doscommands, queries, visual basic,
per |, é

See paragraph 8.8 fiExternal Probed ,  p44 fprenow to use this open interface.

_ \Nd
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2.8 Business Views

All measurements monitored by the EPO probes have their own service levels (norms or
thresholds). Measurements are mapped upon the EPO Business tree with colors indicating
the state of the measurement according the individual service levels. All individual or
combined states can be visualized into any picture.

Mﬂ’ﬂ\ PoT EFU& . h_~ff'll\ i ﬂ’u\

Figure 1 EPO Business views examples

The way it works is that you can import your own picture (png, jpg or bmp from paintbrush,

Micosoft Visio, AutoCAD, ¢é) and Ilink the individ
color) to a (fenced) part of the picture. EPO willreal-time fill the corresponding state color

into the linked part of the picture. These Business Views can be used for tre EPOslideshow

or EPOscreensaver to visualize the state of your Business 24x7. These Business Views fit in

to normal desktop monitors but also on large wall monitors.

See par afprhawtdusetthe EPO Business Views.

2.9 System management/helpdesk Cust omerCare

The build in helpdesk module CustomerCare can be used for:

1 Registration of incidents, modification requests, problems, tasks, activities and
other customer reports.
Incident monitoring on Service-LevelAgreements.
Automated import of automatic registrations of returning line tasks
Administration of spend helpdesk time
SLAreporting + invoice appendix spend helpdesk time

= =4 -8 =4

2.10 Licen se points

EPO element contairs fin the box 0 sufficient license points (100 EPoins) to aim one of the
key features:

- CustomerCarei helpdesk

- Chain monitoring

- Or remote monitoring.

EPOGlicense points (EPointk) are dynamically usable. EPoint can be used for enabling
functionality, probes (agent) and clients.

The quantity required license points is not stipulated by what is installed, but by what is
monitored (= what is in the business tree) and the number of simultaneously started EPO
User clients:

1) Everyend node in the business tree (= simple Managed object) costs 1 license point.

\Nd
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2) Exoceptions are:

- the standard information of windows server: cpu, disk space, memory, eventlog and

all services (max 5 EPoint per server)
- SNMRinformation of a router/switch (3 EPoints per router/switch)
- the (process monitoring of the ) helpdesk module CustomerCare (50 EPoint)

Simple Managed object cost 1 EPointfor every time the Managed object has been
incorporated in the business tree:

1 EPO ICMPPingdvailability or latency monitoring of an IP-address

1 EPO HTTPmonitoring of a web address

1 EPO SNMPmonitoring of a simple object ID

1 EPO openinterface monitoring with an external script

1 EPO performance Counters

The license points for the use of the EPO business client, for example:

1 EPO Administrator client :20 7 29 EPoins*
1 EPO User client : 15 EPoinks per concurrent user*
1 EPO Viewer client (read only) : 5 EPoins per concurrent user*

In EPO Elements(from 5.0 and higher) there is only 1 type of client. The defined role (with
rights) will determine the number of used license points.

The required license points for room monitoring:
1 EPOroom monitoring . license by means of the hardware

2.10.1 License points in use

The standard n o d kicerfse Overviewo s htbhevatal number of license pointsthatisin
use. In the graph is shown:
- Total owned EPoints
The line which reflects how many EPoint are bought and therefore how many
EPoins can be used.
- Business tree
The quantity EPoints which is in use in business tree
- Client
The quantity EPoints which is in use by ( concurreni) users.
NB 15 EPoints have been reserved permanently for one user.

License overview

Date: |donderdag 23 maart 2006 - Yesterday Today

License usage
125

100

[ Business tiee

[l Clieris

75 — Tatal

EFuoints

oo ocooooogoQCQQQ
gg e EsEEEEE e
[= I R ST R = - = R N

Figure 2 License points in use

© 2008 C-it 13 van 80

e
-

Cit



EPO Elements Business monitor Version 5.3

The use of license points can be also be subject for proactive monitoring.

2.10.2 Licen se overview

The menu option A He\ManageL i ¢ e n s e s éwdan awerVidw overithe obtained
licenses

F

aki Manage licenses. ..
—  About...

donderdag 20 april °77

il
rstaled icenses: | EPerrtsin use | Online help..
Serial Number | From [ il | EPcints | *S_Puinﬁ%erpwli
OreClient 15 B
Trial 25 EmEEzE =
Reqguest license.. | Manuallvinstallrespnnse..l Close |

Figure 3 License overview

NB every installation of EPO element contains in advance the first 15 EPoins that are needed
for starting at least one EPO user client.

License points in use

Select AEpoints in usedo, select a pool and sel e
EPointcalculation.
loix

instaledloernses | fERointz nee) | Colesbee.

Posl [Used  [Wanted | Information |

Clients 15 15 Client

StatusTree 72 72 Status tree: Business tree

Refresh | Show detailed information .. Close |

2.11 Language

In the logo n window you can select a language (English and Dutch). The labels of the

Businesstree and dropdown menu's in the Helpdesk module can be set by the user in any
language.

For the Business Tree: build the tree (menu option: edit \ Businesstree\ é) i n your desi
language.

For the dropdown menu's in the Helpdesk module: define your own items (menu
CustomerCare\ lookuptables\ & ) .

e
\‘ .‘
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3 Installation

3.1 System requirements
& Windows: version: XP, 2000, 2003 or Vista.
& CPU: minimum speed: as from 1 GHz
& Free disk space: minimum as from 10 Gbyte
& Memory: minimum as from 1 Ghyte
& Microsoft .Net Framework: version 2.0 sp1
3.2 System recommendations
& CPU: recommended speed: as from 2 GHz
& Free disk space: recommended as from 80 Ghyte
& Disks: SCSI or SAS
& Memory: recommended as from 2 Gbyte

Optimal performance of EPOElements is obtained by using EPOon a server without other
applications.

3.3 Support for 64 bits

The EPO probes can be used on 64bit systems. The EPOServer however cannot be used on a
64 bit Operating system because the open source database Firebird is not yet made available
for 64 bit.

3.4 Database

EPO Elements uses a file database for storing measurements All other data items like tree
definitions, thresholds and service windows are stored by default in a firebird database.

EPOCustomerCarestandard is installed with the database Firebird
(http://ffirebird.sourceforge.net/) .

Advantages of this database:
1 For free, compactly and simply in maintenance
1 Commercially independent
1 Supported platforms on Linux, Windows, and several Unix

Organizations which want make themselves (further) reports of the helpdesk registrations
with a report generator such as for example Crystal reports are recommended another
database, for example Microsoft SQLServer.

EPOCustomerCarecan use also of other databases, for example:
1 Microsoft SQLServer
1 Microsoft Desktop Edition (MSDE)
1 Microsoft access
1 Oracle

e
-
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3.5 Installation preparation

A Use an installation account with administrator rights

A Backup up of EPO directory for safety reasons

3.6 Installati on

1. EPO startii E Pe@ment v.v-bbbb Setup.exed. Where v.v the version and bbbb the

build number.

1. EPO start elementv.v-bbbb Setup.exe.
eEPI] Elements setup !E ﬂ

Welcome to the EPO Elements
Setup Wizard

This wizard will guide vou through the installation of EFO
ELEMENTS Elements

It is recommended that you close all other applications
before starking Setup, This will make it possible to update
relevant system files without having ko reboot your
compuber,

Click Mext ko continue,

Click <Next>.

2. Click if you agree with the mentioned termsthe c h e ¢c k b 0 x

QEPD Elements Setup [_ O] =]
y, License Agreement
‘ Please review the license terms before instaling EPO Elements

Press Page Down ko see the rest of the agreement,

Gebruiksvoorwaarden il

Voorwerp van deze Gebruiksovereenkomst

1. Leverancier Consultatie Implementatie Technisch Beheer BY (C-it,
The Early Warning Company) verleent Gebruiker een niet-
exclusieve licentie tot ket gebruik van de Programmatuur en de
Docurmentatie zoals nader omschreven in deze
Grhruiksnverrrnknmst. welke door Gebruiker wordt aanvaard. LI

If you accept the kerms of the agresment, click the check box below, You must accept the
agreement to inskall EPO Elements Click Mext to continue.

I Iaccept the terms in the License Agreement

Build 476/ 29-6-Z006 15:14:05

< Back I Mexk = I Caneel

Click<Next>

3. Select the required type of installation :

- probes : for a device from which (or from where) you want to retrieve

information
- client : for the operators
- or full . for the server or for a stand-alone demonstration.

© 2008 C-it
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QEPU Elements . Setup =] B3
A Choose Components
\ (Choaose which Features of EPO Elements you want ko install,
¥

heck the components you want to install and uncheck the components you don't want to
install, Click Mext bo continue.

Select the type of instal:

Description

Paosition your mouse
OvEr & campanent Eo
seejbs description;

Or, select the optional
components you wish ta
install;

Message Transpork

Space required: 136,0MB

o {om

EBuild 478 29-6-2006 151403

< Back I Mext = I Cancel

Click <Next>

4. If wished, change the installation path.

QEPU Elements Setup [_ O] x]
” Choose Install Location
\ Choose the Falder in which ta install EPO Elements
¥

Setup will install EFO Elements in the Following Folder, To install in a different folder, click
EBrowse and select another folder, Click Mext to continue.

C:\Program FilesiThe E: ming CompanyEPC) Browse, .. |

Space required: 136,0MB
Space available: 21.0GE

"Auu\icatiun destination

Build 478 29-6-2006 15: 1403

< Back I Mext = I Cancel

Click <Next>

5. If wished, change the path where the data must be stored.

QEPU Elements Setup [_ O] x]
’ Choose Install Location
\ Choose the Folder in which to install EPO Elements
¥

Setup will install EFO Elements 4.1 in the Following Folder, To install in & different falder, click
Browse and select another folder, Click Nesxt to continue,

Browse, .. |

"Auu\icatiun destination

Space required: 136,0MB
Space available: 21.0GE

EBuild 476 29-6-Z006 15: 14035

< Back I Mext = I Cancel

Click <Next>

6. If wished, modify the name under which the machine in the EPO network
comes available. This is necessary for identifying the desired
measurement when measurements are mapped upon the Business tree

© 2008 C-it 17 van 80
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Therefore the devicename must be unique
BE B

PO Elements ! Setup

2 Devicename

\ %

This only needs ko be changed if a name conflict is expected. This can happen when two
systems in a network have the same name and they are connected through EPO

Cptionally set devicename

Enter Devicename...

AlbernativeDevicelame

Build 622 18-5-2006 14:21;58

< Back I Mext = I Cancel

Click <Next>

7. Encryption Settings. The setting files and the data communication can be
encrypted.

PO Elements Setup [_ O] x]
- enciyption settings
\/ Optionally set encryplion settings,

i~ Local Files

[~ Encrypt local EPO files [¥ Encrypt EPC network traffic

Encrypt EPO data communication

Flease enter the passphrase or Hexadecimal key For your EPO network,
Far mare information, ses your EPC manual or check out
i, epo-elements, com

= Key From file ' Hesxadecimal key

To save the key to fils, please enter a filename below,

| =

Euild 622 16-8-2006 14:21:56

~ Passphrase

< Back I Install I

Click <Install> to start the installation

Cancel |

8. If anti spy software is installed, these should allow the EPOinstallation to

install de EPO services. he anti spy software will possibly ask for

authorization.
Examples:

AntiSpyware Notice

An Application Change has
been Allowed

Microsoft Antispyware has alowed the Windows
Service EPO Message Transport Service
(C:\Pragram FilesiThe Early Warning
Company|EPOIEPOMsgSvCiEPOMsgSve . exe) to
be installed,

Service: EPO Message Transport Service
Hame;

File path: C:\Program FilesiThe Early Warning
Company|EPOIEPOMsgSvciEPOMsgave exe

Manane allowed WindowsServices. .,

pyware Notice

r , A Windows service requires
~ your approval

A Windows service is a program that can run
automatically iF enabled, This changs generally
occurs when software is installed, You can allow
this change if it is recognized and expected.

Mame:

Publisher:

Path: Ct\Program Files\The Early Warning Company
\EPOLEPOProbeSvCiEROPobeSye xe

Windows AntiSpyware

l A Windows service requires
4 your approval

A windows service is & program that can run
automatically if enabled. This change generally

oceurs when software is installzd. You can allow
this change if it is recognized and expected.

Marnz:

Publisher:

Path: C:\Program Files! The Early Warning Campany
\EPOVEPOServeriEpaServersye.exe

(@ Click for more information shout this slert...

(O Click For more information about this alert...

What would you like to do?

v Send to Spyhiet

Yhat would you like to do?

¥ Send to Spyhet

© 2008 C-it
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9. Click <Finish> to conclude the installation successfully.
@EPOElements  Setup =l

Completing the EPO Elements
Setup Wizard

EPO Elements has been installed on wour computer,

ELEMENTS

Click. Finish ko clase this wizard,

< Back I Finish I Cance

EPO Elements is now ready for use.

See paragraph 2.3, Sdivice®d , pOafgr an overview of which components are installed
during the EPO installation.

3.6.1 Upgrade

All EPO Elements4.x versions can be upgraded during the 5. x installation with preservation

of all probe data, the business trees, thresholds, service windows and helpdesk registrations.

The installation detects which version is already installed. Changes in database or
measurement structure can be applied during the installation process.
Make a complete backup of the program AND data directories for failover purposes.

Set-up detects which components are already installed and will reselect these checkboxes in
the option list. Reapplying the setup.exe will first uninstall all already installed options and
then install the selected options. Uninstall and reinstall an option will not harm the
configuration for that item.

3.6.2 Automatic installation

The installation wizard has been built with NSIS (Nullsoft Install system)

EPO componentscan be installed without interaction (silent and unattended). The
installation options can be supplied in an .ini file:

[Settings]

;INSTDIR="C:\Program files\The Early Warning Company\EPO"
;INSTDATADIR="CA\Program files\The Early Warning CompanytEPQData"
;DEVICENAME=

;LocalEncryption=1
;NetworkKey=AFB5B8A65E25BB81AFB5B8AG5E25BB81
;NetworkKeyFile=

StartServices=1

[Components]
EPOMsgSvc=1
EPODi&poraSvc=1
EPOProbeSvc=1
EPOProbeSvc_Windows=1
EPOProbeSvc_Common=1
EPOProbeSvc_Network=1

© 2008 C-it 19 van 80
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EPOProbeSvc_Security=0
;EPOProbeSvc_Checkit=0
;EPOProbeSvc_DemoData=0
;EPOProbeSvc_Version3=0
;EPOServerSvc=1
;EPOMailGatewaySvc=1
;Client_User=1
;Client_Viewer=0
;Client_Diaspora=0

; Means ignore rest of the line and if item already installed leave it unchanged

=0 means donodt i nstal/l item and uninstal/l i f
=1 means install item and reinstall item if installed

Use:
Setup.exe [/S] /options =< complete ini path>

For example:
EPO elementsetup.exe /options=C: \Projects\EPQ Setup\Install options.ini

3.7 EPO Internet client

The EPO client can be also connected by means of the Internet or other network connections
to the EPOserver.

Required configuration:

Configuration
By means of VPN No extra configuration is necessary. The EPO Userclient finds at
starting automatically the EPOserver (by UDP broadcast).

Optionally: specify the server address (by resolvable name or ip)
Direct By means of NAT (Native Address Translation) the concerned
network components can be configured to make the connection
possible.

Intermediate firewalls and routers/switches between the domains
must be set open for:

- EPO cport7471 TCP.

3.8 Post install points

3.8.1  Security

The following configuration files contain accounts and passwords for the used database:
H EPOServer v, exe, config C:\Program FilesiThe Early Warning Company EPOIEPOServer COMFIG File 2-3-2006 5:47
|ﬂ ORData.exe.config C:\Program FilesiThe Early Warning Company EPOIEPOServer COMFIG File 16-2-2006 15:27

Hint: Protect these configuration files by limiting access

3.9 Uninstall

Use the Uninstall-EPGapplication in the standard EPOprogram files folder f or removing the
EPO components.

Or use the standard Windows control panel for add/remove software.

_ \Nd
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3.10 Encrypti on

EPOcan protect both the local settings files as well as the network communication by means

Business monitor

Version 5.3

of encryption. EPOuses 256 bit Rijndael encryption (AES). During the installation you can

indicate what should be protected.

You can specify a key yourself in hexadecimal. It is also possible to use a passphrase. This
will be converted to a key. The third possibility is reading a key from a file. This file can be
generated from the installation by specifying a filename in the bottom field. The file can be
used then as an import at another installation to simplify the roll out.
Another manner will generate the key file using the tool EPOMsgCmdexe from the tools

directory.

With the option - kf you can specify a key file to modify the current security key. In the same

a manner it is possible to specify a passphrase with - kp and i k.

4 Use

The First Use Wizard will help you making the first definitions that are necessary.

4.1 First Use Wizard

The First Use Wizard is started if an EPO client is started if there are no users defined in the

EPO User manager.

The following subjects will be handled:
& Introduction

& License activation
& Group definition with default security settings
& User administration with Active Directory import option
& Demonstration installation with live data
& Service Window definitions
& Business Tree seletion
Which steps are already

4.2 Emergency Logon

In case you lost access to EPO Elements there isa
back door build into EPO. This option is only
revealed if you start an EPO Client as an OS
administrator on the EPO Server:

Sel ect the opti onAsfaEsultr
the EPO User client is started with minimal menu
options, just enough to make th e necessary
changes to the user base.

© 2008 C-it

perfor med
i n t\ERQdata-directory (default c: \program files\the early warning company\epo\data).

¥ se 05 aceount [ntegrated security)

Uszername: Pazsword:

i S

kept

IAdministratol I

Language:
|;;1'gEng|ish (United Ki |

to server

Server

Automatically connect
= L

[EPOTESTW2K3 [locahost]

o]

Cancel | ¥ Emergency logan

B
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4.3 Licen se activat ion

The activation of the licensee can be carried out with a proper Internet connection within a
couple of minutes.

Step 1

. License reminder...

There is o valid license installed...
‘fou can request a license or register a senial number. You will not receive
thiz remindar again taday on thiz computer.

i Licenze overvie

Fequest trial... | Just start the client... |

& Select Request trial in the License remince r éor (if the User Client is already started)
& Selectthemenufi He\lIMa nage | dan@dick&terdardst h e b Requestn
licensed

The license can be activated in two ways:
1) Temporary activation by means of a trial trial -licentie.
2) By means of the serial number obtained at purchase of the software

4.3.1 Request a trial 4.3.2  Register a serial number

Step 2a Step 2b
Specify the name and the e-mail address of  Specify the serial number that you have

the applicant or choose to remain obtained by means of your reseller.
anonymous:
® Request license... M= ® Request license... M=1Ed
Kind of lizense request Kind of license request
&+ Request a trial " Request a trial
" Register a serial number " Register a serial number
Serial number - Serial number |E!W’EH ] |DF‘121
Thig iz the number you received fram This i¢ the number you received from
your rezeller, vour reseller,
Feceive additional information = Receive additional infarmation =
+ Send an e-mail to. @ Send an e-mail ta:
our nanme: ‘Name Your harne: |Name
YYour e-mal address: ‘Name@YoulDlgamzallon.com Your e-mail addiess |Name@YourDrganization.com
| wish ta remain ananpmous | wish to remain anonymaus
Fiegistration method Reqistration methad
&+ Internet [automalically] & Intemet (automatically)
" Manually (2.g. via webpage ar e-mail " Manually (e.g. via webpage or e-mail]
httg: /A fvarwvs. epo-elements. com/Licenses! hitp: /vy, epo-glements comLicenses!
Request license | Cancel | Request license | Cancel

Click on Request license The license has been now activated.
4.3.3 Reminder

The trial license can be used for 14 days and can once be renewed.

. License reminder...

An installed licenze will expire in 3 days.
‘You can request a license or register a serial number. You will not receive this
reminder again today on this computer.

Online help...

License overview... | Fequest [tial] license.. Just start the client...
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4.4 Basic information

441 EPO Stat e information

\ Node color
Green {7"

EPOState
Normal

Business monitor

Meaning
The node and all underlying nodes
meet their specified thresholds *

Yellow {:’

Warning

The node (or one of the underlying
nodes) contains a value which
exceedsthe warning threshold *

Red *

Critical

The node (or one of the underlying
nodes) contains a value which
exceedsthe critical threshold *

Black *

Down

The node (or one of the underlying
nodes) contains a monitored
component which does not react to
the information requests from the
EPOprobe *

Blue *

Unknown

The state of the node (or of the
underlying nodes) cannot be
determined *

White o

None

- The node is empty
- or the node and all underlying

nodes have no thresholds specified.

* NB nodes can be specified explicitly not to propagate.

4.4.2  Propagati onrules

Nodes

Version 5.3

The state of a node in the business tree is propagated on the basis of i w 0 Kcased, the

order is:

- unknown (blue ‘) goes above down (black"') goes above critical (red *) goes
above warning (yellow {:-)

Service levels (SLA)
Service Levels Service LevelAgreement = SLA) are propagated on the base of the
aggregation of all periods of unavailability of underlying nodes (according their thresholds).

Mame | Current Status
< total > Critical
Mode 1 Mormal
Mode 2 Maormal

Fercentages

TimeLine

Figure 4exampl e of

t he

aggregation of wunderlying

In the example above the first row (matching to the selected node in the business tree) is
the sum of the periods of unavailability of the rows (= underlying nodes in the Business

Tree) below.

© 2008 C-it
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4.4.3  Exceptions on the propagati onrules

Exceptions on the standard propagation rules are as follows reflected:
'Node State Meaning

Dark green Maintenance All underlying nodes have been
p | a c eMaintenancdb
{:} CustomerCare Blockade The (here red) node has been
+ n_{ iR EE | (because of iMaintenanced) | p | a cMathten@nced.
Dark grey Maintenance Window All underlying nodes fall outside
the Service Windows
{} CustamerCare Blockade (because ofService | The (here red) node falls outside
+- § FEEEERE] | Window) the service Window

444 SLA timeline

Every node in the Business Tree has a SLAtimeline.

The SLAtimeline reflects the state information of
a certain node on a certain day (the system date
(=default) or a chosen day):

- Fromtime 0:00 to 24:00 the stat e of the
node by means of an indicating color at a
certain time or during a certain period

- The color passages indicate the change of
state.

- Ifitconcerns an end node the
performance indicators in the time line
(the diamonds) reflect the state of the
actual test moments (every diamond is a
measurement in the database)

- The state of a node is stipulated by the
established thresholds of the node. If it

Date: | masndag 17 april 2006 + Vesterday Today

Prewious measurement: zondag 16 april 2006 23136

¢ ) ) () \

00 1:00 2:00 300

[ % [} ) |

00 +:00 5:00 &:00

\ ) [} ) |

&:00 7:00 8:00 .00

\ [} ¢ [} |

.00 10:00 11:00 12:00

| [} ¢ [} |

12:00 13:00 14:00 15:00

\ [} ¢ ] \

15:00 16:00 17.00 18:00

\ [} [) [} \

18:00 19:00 20:00 21:00

\ ] |

21:00 zz:00 Z3:00 00

Graph 5L - Timeline |

concerns not an end node the state is the aggregation of the underlying states.

445 Measurements

The pattern in which the performance indicators ( diamonds) are shown is stipulated
by the configuration of the associated probe. It can be adjusted that measurements
are passedon a fixed interval or that they passed on at sufficient deviation of the

previous measurement.

45 Base skills

Recommendations how to handle the EPO business tree:
1) Take care that the EPO business tree becomes green after an escalation solving the

incident.

2) If anode is escalating state is different than normal) for a longer time, think of one

of the following :
- adapt the thresholds

- place the node in a n Maintenance-groupo
- remove the node from the Business monitoring

© 2008 C-it
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4.6 Firstuse of the B usiness Tree

One of the most important first steps is arranging the Business Tree.
The Business tree can bemodified by:
- choosein the menu Edit the sub-menu Edit business Tree
- inthe BusinessTree withright mouse Eht €k @&dit modeo

46.1  CustomerCare (helpd esk)

CustomerCareis the helpdesk support module. By means of simple recording and effective
procedure monitoring appointments with customers can become complied with concerning
the lead time of presented incidents, problems or questions.

CustomerCarehas been developed support the registration process on basis of simplicity.

Example how CustomerCare can be used.
Make aregistration of an incident report of a customer:
1 choose from the menu he Ipdesk: New registration

% EPO Business Client

File View Options Edit Business monitoring Mgl

Business tree a3 ox |
+ CustomerCare Assign SLA...
- ITII::;EEZT:Er:erVers LUUHg_Ip table maintenance. .. 06 ¥ f
- "# I Name
T Fill the relevant fields in: summary, descript
T E.g. the persons involved (click onéeg¢)

- the affected end user
- the colleague to whom the recording is granted
Fill in the type of the recording: incident, ch
Mark that:
1 As the affected end user at a customer has been selected and it has been chosen as
priority that then the fineed by datedis filled in by means of the SLAwhich has been
coupled to the concerning customer.
1 The person to whom the registration has been granted can accessthe registration in its
own ftodo i bucketbounder wor kf |l owé
1 There are under the CustomerCarenode four approaches to the

(same) registrations:
U Cutones () 1) From the customers point of view
close - which registrations are open at a certain customer
al . e . .
Service orgarisation - the possibility to be rapidly warned for certain customers as
Si de B
o (1) too much are open
= (} Process monitaring 2) From the process
Almost over SLA R ) o
Ht meritored - which registrations are open
Crver SLA . . . .
2 & Performance - which registrations are over the agreed time
= § Regatatis () - but especially which registrations will pass the due time
gif ldosed stamp (according the SLA time).
‘warkFlow . .
5 4} 1elins 3) From the registrations themselves: open, closed.
i gig:g;; 4) From the workflow/workload
5 {3 Management - who has which registrations on its name

- who has too many registrations on its name

e
\‘ .‘
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4.6.2 Room monitoring

The Room monitoring Unit can be connected in two ways through a TCPnetwork:
& In the same network segment is an EPOCheckit probe installed.
& The Unit can connect through port 2000 with an EPO Checkit probe somewhere else.

Figure 5 Checkit Room monitoring unit (RBU)

The Checkit will retrieve a ipaddress by means of DHCP(default). You can supply a fixed
ipaddress by startingthe i RBU | P C o rnlfieiipgddresa is wasible in its LCD display.

The Checkit probe can be activate by means of the EPO Userclient: seled the menu fi &t \
Probe configurationd, Select a device in the same segment (where EPO-probes are installed),
select the green probe icon and selected and enabled the fiCheckit probed.

Afterwards (after a couple minutes) the new ly discovered Checkit (RBU) is selectable by

means of drag-and-dropinthe Tool box Wi ndow iCheckithe TAB page n

[ Statustree toolbox |

Z| v active anly
o Mew folder Refresh

" Backup Check-it lCommon] General] Network] Securit_l,l] WwWindows
-- RBU 00043E48
+- e-Moze
+- Environment
G5M Signal
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5 EPO-Functionalit vy
In this chapter EPO-functionality is listed by describing all menu items.

5.1 Layout of the EPO User Interface

Business tree(s). Graph or SLA-Overview.

Notifications.

5.1.1 Layoutof the EPO Windows

All windows (Business tree, StatusTree Graph, Notifications,  @nd separate tab pages can
be drag-and-dropped:

- towards another place in the main window

- or to another existing tab structure

- or outside the main window (multiple screens)

_ \Nd
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